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Presenter Notes
Presentation Notes
Two scenarios – same asset – one is authentic the other is rogue?
How would your existing solution see them?


MAC:00D085045802 MAC:00D085045802
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Presenter Notes
Presentation Notes
Both assets report and respond to ARP and other discovery protocols with the same L2 MAC address


=+ Zenmap

Scan Tools Profile

Target: | 192.168.10.46

Help

<]

Profile: | Intense scan v |

Command: . nmap -T4 -A -v 192.168.10.46

Services

0S 4 Host

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -T4 -A -v 192.168.10.46 v| g

Starting Nmap 7.91 ( https://nmap.org ) at 2023-04-18 10:15 Jerusalem Daylight Time
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 1@:15

Completed NSE at 1€:15, ©.88s elapsed

Initiating NSE at 1@:15

Completed NSE at 10:15, 0.80s elapsed

Initiating NSE at 1@:15

Completed NSE at 10:15, 0.88s elapsed

Initiating ARP Ping Scan at 1@:15

Scanning 192.168.10.46 [1 port]

Completed ARP Ping Scan at 10:15, ©.25s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 1@:15

Completed Parallel DNS resolution of 1 host. at 10:15, ©8.87s elapsed
Initiating SYN Stealth Scan at 1@:15

Scanning 192.168.10.46 [1000 ports]

Discovered open port 443/tcp on 192.168.10.46

Discovered open port 88/tcp on 192.168.10.46

Discovered open port 631/tcp on 192.168.10.46

Discovered open port 918@8/tcp on 192.168.10.46

Discovered open port 515/tcp on 192.168.10.46

Completed SYN Stealth Scan at 18:15, 1.76s elapsed (180@ total ports)
Initiating Service scan at 10:15

Details

=+ Zenmap

Scan Tools Profile

Target: | 192.168.10.46

<]

Profile: | Intense scan v |

Command: . nmap -T4 -A -v 192.168.10.46

Services

0S 4 Host

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -T4-A -v 192.168.10.46 v| E

Starting Nmap 7.91 ( https://nmap.org ) at 2023-04-18 10:15 Jerusalem Daylight Time
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 18:15

Completed NSE at 1€:15, ©.88s elapsed

Initiating NSE at 1@:15

Completed NSE at 10:15, 0.88s elapsed

Initiating NSE at 1@:15

Completed NSE at 10:15, 0.88s elapsed

Initiating ARP Ping Scan at 1@:15

Scanning 192.168.10.46 [1 port]

Completed ARP Ping Scan at 10:15, ©.25s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 1@:15

Completed Parallel DNS resolution of 1 host. at 10:15, ©8.87s elapsed
Initiating SYN Stealth Scan at 1@:15

Scanning 192.168.10.46 [1000 ports]

Discovered open port 443/tcp on 192.168.10.46

Discovered open port 88/tcp on 192.168.10.46

Discovered open port 631/tcp on 192.168.10.46

Discovered open port 918@8/tcp on 192.168.10.46

Discovered open port 515/tcp on 192.168.10.46

Completed SYN Stealth Scan at 18:15, 1.765 elapsed (180@ total ports)
Initiating Service scan at 1@:15

Details
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Presenter Notes
Presentation Notes
You run NMAP or other port scanning solutions, both assets show an identical port mapping.
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Presenter Notes
Presentation Notes
You run passive network probing – both assets behave  the same way, but are they the same?


A B Asset DNA!
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Presenter Notes
Presentation Notes
BINGO! You can only tell them apart based on their physical layer characteristic – no MAC address, no port mapping or traffic , not of them can detect what is actually lurking in your network.
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Presenter Notes
Presentation Notes
Sepio reveals the objective, true identity of an asset based on its physical layer properties, such as voltage, latency, and PoE. These properties cannot be hidden or manipulated. By harnessing the physical layer data source, Sepio is untainted by misleading profile perceptions and erroneous behavioral assumptions, providing customers reliable and accurate visibility. 
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Presenter Notes
Presentation Notes
Formally launched our newest release and this is a sneak preview of our updated dashboard. Talk to us to learn more about the full solution feature set.



ARSI

https.//www.youtube.com/watch?v=vDTtbfXDwbc

https://www.youtube.com/watch?v=pLHIiLh3njg&list=PLIhAGMB
WwGmdIt7aRfTcOCO/N 1kA49p4&index=15

https://www.youtube.com/watch?v=GBqgYnalOXBU&Iist=PLINAG
MBWwGmdIt7aRfTcOCO/N 1kA49p4&index=20
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https://www.youtube.com/watch?v=vDTtbfXDwbc
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https://www.youtube.com/watch?v=pLHIiLh3njg&list=PLIhAGMBWwGmdlt7aRfTc0C07N_1kA49p4&index=15
https://www.youtube.com/watch?v=GBqYnaI0XBU&list=PLIhAGMBWwGmdlt7aRfTc0C07N_1kA49p4&index=20
https://www.youtube.com/watch?v=GBqYnaI0XBU&list=PLIhAGMBWwGmdlt7aRfTc0C07N_1kA49p4&index=20
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