
highly targeted government entity, made up of 
several thousand employees across multiple sites, all with 
differing levels of security clearance and classification 
levels, felt its hardware security posture was not strong 
enough when considering emerging threats. The entity 
is reputable for being an early adopter of emerging 
technologies, yet its hardware asset visibility domain 
was insufficient.

The entity has moved into a hybrid environment and, 
although it offers Work from Home hardware kits to 
its employees, knowing what actual hardware assets 
employees are using is a challenge. Another obstacle 
was the entity’s motivation to manage multiple networks 
across different sites with varying levels of security 
clearance from a single location.

The deployment architecture of the HAC-1 was flexible 
enough to support multiple environments using different 
infrastructures; the Work from Home environment (based 
on public internet infrastructure) and internal separated 
networks with varying levels of security.

In addition, the entity was also concerned about two 
specific use cases, the first of which involved hardware 
assets circulating back and forth to the vendors for 
upgrades or repairs. The second was the considerable 
amount of “known-to-be-vulnerable” hardware assets 
discovered following the HAC-1 deployment. These 
assets got purchased through standard procurement 
procedures, but the cybersecurity team was not involved 
in the procurement process of standard peripherals i.e., 
keyboards, mice, headset etc.

The challenge got solved by making two changes: the first 
was to modify the procurement process so that bidding 
vendors are required to provide a sample hardware asset 
for security clearance. Only after being cleared will the 
proposed asset get considered.

The second change was to introduce a unique setup of 
a stand-alone HAC-1 server acting like a “kiosk”. Upon 
connecting a device under consideration, the HAC-1 
immediately examines it and reports, based on its internal 
threat intelligence database, whether it is a publicly 
known-to-be-vulnerable device.

The same setup also tackled the challenge of vendor 
repairs and upgrades. The HAC-1 examined an asset 
prior to its shipment from the entity back to the vendor 
and again when it returned. The main concern here is 
that, while away, the asset got compromised by a bad 
actor who installed an implant. This functionality of the 
HAC-1 can scan both peripherals connected over USB 
and network devices (wired or wireless).

A highly targeted government entity 
shuts its doors to unauthorized 
hardware devices.
A top-notch government entity deployed the HAC-1 solution in a standalone 
mode to create a one-of-a-kind hardware sandboxing environment.
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Key benefits
• Enabling ZT approach for device verification.
• Additional security layer without burdening the 

existing operational processes.
• Enhance visibility in a Work from Home 

environment by adding an additional security 
layer.

• Better inventory management and cooperation 
between the procurement and security teams.

• Track device usage and risk posture to support 
existing risk management plans.
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Founded in 2016 by cybersecurity industry veterans, Sepio’s HAC-1 solution helps enterprises manage risks related to their hardware assets. 
HAC-1 is the first hardware access control platform that provides unparalleled visibility, control, and mitigation to zero trust, insider threat, BYOD, 
IT, OT and IoT security programs. Sepio's physical layer fingerprinting technology discovers all managed, unmanaged, and hidden devices that 
are otherwise invisible to all other security and asset visibility tools. Through multiple 3rd party seamless integration support, HAC-1 insights 
and actionable measures are easily incorporated into existing automation processes. The company’s HQ is in Rockville, Maryland and operates 
globally through its vast channel partners’ network. Learn more: www.sepiocyber.com

I am not sure if something 
was implanted into assets 
i get back.
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This allowed us to build 
a hardware sandboxing 
environment, a concept 
we are familiar with when 
dealing with software 
deliverables.
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Government entity

The entity's CISO is responsible for fighting off various sophisticated 
adversaries. Naturally, this means avoiding making their lives easier 
by using known-to-be-vulnerable assets that can get exploited for 
future attacks.

Closing the loop between the security and procurement teams added 
a stronger security element to the procurement procedure, and 
demonstrating several attacks carried out by known-to-be-vulnerable 
devices (i.e., wireless combo-mouse) proved extremely helpful in getting 
everyone to a higher security-conscious level. 

Worried about those state sponsored attackers? 
So are we.
The CISO understands that supply chain attacks and internal abusers will 
remain the top attack vehicles when considering sensitive government 
entities. 

Nevertheless, there are now some defensive countermeasures in place 
to deter those potential attackers, making their lives and attacks more 
difficult to execute while increasing the number of breakdowns that 
can lead to their attacks getting revealed.  
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